
 

Signal and Image Processing Letters 

 
Vol. 1., No. 1, April 2019, pp. 33-44 
ISSN 2714-6677 

https://simple.ascee.org/ 

  33 

       http://dx.doi.org/10.31763/simple.v1i2.4   http://simple.ascee.org         simple@ascee.org  

A splicing technique for image tampering using 

morphological operations  

Achmad Fanany Onnilita Gaffara,1, Supriadia,2, Arief Bramanto Wicaksono Putraa,3, Rheo 

Malania,4,*, Agusma Wajiansyaha,5 

a Department of Information Technology, Politeknik Negeri Samarinda, East Kalimantan,Indonesia 
1 onnygaffar212@gmail.com; 2 supriadi.polnes@gmail.com; 3 ariefbram@gmail.com; 4,* anaogie@gmail.com; 5agusma.wajiansyah@gmail.com 

* corresponding author 

 

1. Introduction 

Images are one of the essential tools for carrying information, have been widely studied. Classic 
image processing is a relatively mature discipline. For classical image processing, relevant technology 
(e.g. image encryption, the geometric transformation of images, image enhancement, image 
compression) has developed quite mature [1]. An image is a description of visual perception 
represented in a two-dimensional picture formation, which resembles a subject - usually a physical 
object. In the context of signal processing, the image is the distributed color amplitude. In computer 
science, digital image processing is the use of computer algorithms to do image processing on digital 
images [2]. Previously, image processing was to improve image quality. It is aimed at humans to 
enhance people's visual effects. In image processing, the input is lower quality images, and the output 
is better quality images. Typical image processing includes image enhancement, restoration, encoding 
and compression. The rapid world of computing, which is marked by the increasing capacity and 
speed of computer processes, also affects the development of various algorithms, techniques, and 
methods in the field of image processing. This development gave rise to various application domains 
utilizing image processing such as feature extraction [3-8], classification [9-12], multi-scale signal 
analysis [13-17], projection [18, 19], recognition [4, 7, 20, 21]. The rapid development of image 
processing also accompanied by the emergence of irresponsible actions related to the manipulation 
and destruction of photos or videos with unfavorable purposes. On the other hand, the manipulation 
and tampering of photos or videos also done for editing purposes [22]. Image editing or image 
manipulation is any operation on digital images with the software on a computer or other digital 
device. Image forgery is image manipulation that produces fake graphic content that falsifies some 
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facts that happened in the past. Image tampering is a particular type of image forgery that changes 
parts or portions of the graphic content of a given image [23]. There are various image tampering 
techniques. Some of them are splicing, copy-move, retouching, resampling, and enhancement [24]. 
However, splicing and copy-move are the two most commonly used techniques because they 
completely change the message conveyed by the image [25]. commonly used techniques because they 
completely change the message conveyed by the image [25]. Splicing is the merging of two different 
images, replacing, skewing, stretching, rotation, etc. [26-29], while copy-move is copying part of an 
image and pasting it to different locations in the same image. 

Image manipulation has an impact on changes in the quality of the intended image. Image quality 
is defined as a combination of three factors: fidelity, perception and aesthetics. Fidelity is the accuracy 
of the image which is distorted relative to the original image. Perception is inspired by the 
characteristics of the human visual system (HVS). This type of metric considers for example visual 
attention, contrast masking, etc. Aesthetics are subjective and may contain visual constancy, visual 
attention, visual fatigue, etc. [30]. This study applies the splicing technique for image tampering using 
morphological operations. The aim is to replace a circle object in an image with another circle object 
from another image. 

2. Methods 

In this study, we try to replace the ball object in the original image with another similar object 

from another image. In general, the method used is shown in Fig. 1. This section will briefly describe 

each stage of the method used. 
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Fig. 1.  The Proposed Method 



ISSN 2714-6677 Signal and Image Processing Letters 35 
 Vol. 1, No. 2, July 2019, pp. 33-44 

 Gaffar et.al (A splicing technique for image tampering using morphological operations) 

2.1. Create S-I image 

The image that will be tampered is a true-color image. The first time, the image changed into two-
color maps, HSV, and NTSC. The S (Saturation) component of the HSV image subtracted from the 
component I (hue) of the NTSC image. This technique is used to obtain a sharpened gray image. The 
results shown in Fig. 2. 

  
(a). RGB image (b). S component 

  
(c). I component (d). Sharpened (S-I) image 

Fig. 2.  The sharpened (S-I) image 

2.2. ROI Processing 

This stage is to obtain the Region of Interest (ROI) from the original image to be tampered. The 
sequence of steps is as follows. 

1) Morphological operations 

ROI is the part of the image that will be filtered for further operations. ROI is selected using a 
Binary Mask, which is a binary image whose size is the same as ROI, where pixels that are part of the 
ROI set to 1, and others set to 0. Binary masks are created using morphological operations. 

Morphology is a collection of image processing operations that process images based on their 
shape. Morphological operations on images can be used for: (1). object extraction; (2). Image filtering, 
(3). Image segmentation; (4). Measurements, such as texture analysis and shape description. There are 
two basic operations of morphology, dilation, and erosion. Dilation operations add pixels to the 
boundaries of objects in an image, whereas erosion operations are the opposite. The number of pixels 
added or removed from objects in the image depends on the size and shape of the structuring element 
used. The basic rules of dilation and erosion operations are as follows: (1). Dilation: output pixel is 
the maximum value of neighboring pixels bounded by structural elements; (2). Erosion: output pixels 
are the minimum values of neighboring pixels that are bounded by structural elements. A structural 
element is a matrix consisting of only 0 and 1, which can have arbitrary shapes and sizes, where a 
pixel of value 1 defines a neighborhood. Structuring elements can be thought of as neighboring pixel 
blocks applied to each pixel of the image using a sliding neighborhood operation. The observed image 
pixel positioned in the center of a neighboring block, where all pixels covered by structural elements 
that valued as 1 are neighboring pixels. An example is shown in Fig. 3. 

Morphological operations of dilation and erosion are not always an inversion. Erosion 
morphological operations on dilated images may produce images that differ from the original before 
dilation. The dilated morphological operation followed by erosion is called the Closing morphological 
operation. In contrast, erosion morphological operations that continue with dilation are called Opening 
morphological operations.  
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Morphological closing is used to fill the gaps between object boundaries to smooth the outer edges. 
The morphological opening is used to suppress all unwanted pixels. Some applications are to 
emphasize the outer edges between objects and remove unwanted small objects.  
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Fig. 3. An example of a morphological operation: dilation and erosion 

At this stage, the operation of morphological opening and closing are used to obtain the foreground. 
These operations use the 'disk' morphological structuring element. Sharpening the boundaries of 
objects in the image needs to be done before the morphological closing operation. The aim is to 
emphasize the objects in the image. The results of morphological opening operation shown in Fig. 4. 

  
(a). sharpened gray image (S-I) (b). morphological opening 

Fig. 4. The results of morphological opening operation 

2) Sharpening objects boundaries 

The boundaries of each object in the gray image resulting from morphological opening operations 

need to be emphasized. Sharpening object boundaries is done by utilizing an image of the first-order 

differential-based edge detection approach, the Sobel edge detection algorithm. The Sobel 3 X 3 

kernel convolution operation produces two gradient images, namely vertical and horizontal gradient 

images. The magnitude gradient of the two images represents the average weight of the difference in 

the intensity of the image in the neighboring observation pixel. Suppose 𝑃(𝑥, 𝑦) is the pixel to be 

observed. The magnitude gradient of  this pixel mathematically stated by[31]: 

𝐾𝑋 = [
1 0 −1
2 0 −2
1 0 −1

] 𝐾𝑌 = [
1 2 1
0 0 0

−1 −2 −1
]

𝑃𝑋 = 𝑃(𝑥, 𝑦) ∗ 𝐾𝑋 𝑃𝑌 = 𝑃(𝑥, 𝑦) ∗ 𝐾𝑌

𝑃𝐺 = √𝑃𝑋
2 + 𝑃𝑌

2

 (1) 

Suppose 𝐼𝑂(𝑥, 𝑦) is the gray image resulting from morphological opening operation, then the objects 

boundaries sharpening is stated by: 

𝐼𝐺 = 𝐼𝑂(𝑥, 𝑦) +
𝑃𝐺

𝑚𝑎𝑥(𝑃𝐺)
 (2) 

The results shown in Fig. 5. Next, a morphological closing operation is applied to obtain the 

foreground. 
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(a). morphological opening (b). gradient magnitude 

  
(c). sharpened objects boundaries (d). morphological closing 

Fig. 5.  The results of objects boundaries sharpening using gradient magnitude and morphological closing 

3) Clean edge 

In principle, this stage aims to emphasize the edge of the region in the image. This is done by 
applying morphological operations of dilation and erosion sequentially using the rectilinear element 
structure. The results shown in Fig. 6 (b). 

4) Segmentation by using multi level image threshold 

Thresholding is a simple method for image segmentation. This method can be used to create a 
binary image, where every pixel smaller than the constant T is replaced by 0 and vice versa is replaced 
by 1. Suppose a grayscale image 𝐼(𝑥, 𝑦). It can be stated by: 

𝐼𝑏𝑤(𝑥, 𝑦) = {
0 𝐼(𝑥, 𝑦) < 𝑇 (𝑏𝑙𝑎𝑐𝑘)

1 𝐼(𝑥, 𝑦) ≥ 𝑇 (𝑤ℎ𝑖𝑡𝑒)
 (3) 

where 𝐼(𝑥, 𝑦) is a grayscale image and 𝑇 is a threshold constant. In this study, the image is 
segmented into 3 segments by using multi-level image threshold based on global threshold. The global 
threshold (T) was obtained using the Otsu Method [32]. The algorithm is as follows: 

1. Get a grayscale image. 
2. Calculate histogram and probabilities of each intensity level. If 𝐿 is the number of histogram 

bins, then the class probabilities stated by: 

𝑃1(𝑘) = ∑ 𝑝𝑖

𝑘−1

𝑖=0

𝑃2(𝑘) = ∑ 𝑝𝑖

𝐿−1

𝑖=𝑘

𝑃1(𝑘) +𝑃2(𝑘) = 1 (4) 

3. Calculate the class means by using the following formula: 

𝜇1(𝑘) = ∑ 𝑖. 𝑝𝑖/𝑃1(𝑘)

𝑘−1

𝑖=0

𝜇2(𝑘) = ∑ 𝑖. 𝑝𝑖/𝑃2(𝑘)

𝐿−1

𝑖=𝑘

𝜇𝑇 = ∑ 𝑖. 𝑝𝑖

𝐿−1

𝑖=0

 (5) 

4. Set up initial 𝑃𝑖(0) and 𝜇𝑖(0). 
5. Compute all possible threshold for 𝑘 = 1 … 𝐿. 
6. Update 𝑃𝑖 and 𝜇𝑖. 
7. Calculate the two classes variance expressed by: 
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𝜇1
2(𝑘) = ∑(𝑖 − 𝜇1(𝑘))

2
. 𝑝𝑖/𝑃1(𝑘)

𝑘−1

𝑖=0

𝜇2
2(𝑘) = ∑(𝑖 − 𝜇2(𝑘))

2
. 𝑝𝑖/𝑃2(𝑘)

𝐿−1

𝑖=𝑘

𝜇𝑇
2 (𝑘) = ∑(𝑖 − 𝜇𝑇(𝑘))

2
. 𝑝𝑖

𝐿−1

𝑖=0

 (6) 

8. The desired threshold is when 𝜇𝑇
2 (𝑘) is maximum. The results shown in Fig. 6 (c). 

   
(a) (b) (c) 

Fig. 6.  (a) Morphological closing. (b) Clean edge. (c) image segmentation 

5) BLOB analysis 

The segmented images are splitted into three binary images based on segmentation labels as shown 
in Fig. 7. BLOB analysis performed on each binary image to observe the regions that are candidates 
for ROI. Theoretically, a circle is a region that has an eccentricity of 0, and vice versa line segments 
have an eccentricity of 1. The circle object in an image can be assumed to have a much smaller number 
of pixels compared to the total pixel image. In this study, binary images from the segmentation result 
that have region with eccentricity less than 0.7 and the number of pixels greater than 0.5% and less 
than 3% of the total pixel image selected as ROI. These values were chosen based on experiments. 
From Fig. 7, it appears that the binary image that meets the requirements is Segment 3. The BLOB 
analysis results of Segment 3 shown in Table 1.  

   
(a). (b). (c). 

Fig. 7.  Binary images from segmented image : (a). Segment 1; (b). Segment 2; (c). Segment 3 

Table 1.  The BLOB analysis results of Segment 3 

Region 

BLOB Analysis 

A/P 
Eccentricity 

Number of pixels 

in region (P) 
Row Col Area (A) 

1 0.3524 669 28 29 812 1.2138 

2 0.9604 495 54 29 1566 3.1636 

3 0.9785 684 38 70 2660 3.8889 

4 0.8892 187 17 23 391 2.0909 

5 0.5740 151 19 16 304 2.0132 

 

In this study, circle detection uses a comparative between square and circle area approach. A square 
considered to have rows and columns of the same length. While the circle considered to have a radius 
of half of the row/column of the square. The area ratio between square and circle is stated by: 
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𝐴𝑠𝑞𝑢𝑎𝑟𝑒 = 𝑟𝑜𝑤2 𝐴𝑐𝑖𝑟𝑐𝑙𝑒 = (3.1416) ∗ (0.5 ∗ 𝑟𝑜𝑤)2

𝐴𝑠𝑞𝑢𝑎𝑟𝑒

𝐴𝑐𝑖𝑟𝑐𝑙𝑒
= 1.2732

 (7) 

Region 1 in Table 1 meets the requirements of Eq. (7) compared to others so that it was chosen as 
ROI. The results shown in Fig. 8. 

 

Fig. 8.  ROI in Segment 3 

2.3. Splice object processing 

Different ball object obtained from selected image. The object detection process is the same as the 
previous steps, with results as shown in Fig. 9(a). The region bounded by red rectangle is the selected 
object by object mask. The coordinates of the object mask are used as a reference to obtain a splice 
object from the selected image. The splice object used is intended to replace ball objects in ROI. The 
coordinates of the object mask are used as a reference to obtain a splice object from the original image. 
The object mask is then resized as ROI, as is the size of the splice object. The results shown in Fig. 
9(b). 

  

(a). detected object (b). splice object 

Fig. 9. Create splice object 

2.4. Image tampering 

The resized object mask dropped to the original image according to the ROI location. The 
replacement of object in ROI with splice object is done by pixel by pixel inspection. The original pixel 
value is replaced by the splice object pixel value as long as the resized object mask pixel valued at 1. 
Probably the results of the tampering image are not smooth. The outer edge of the ball object may 
contain unexpected pixels. A morphological opening is applied to erase these pixels. The results 
shown in Fig. 10. 
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Fig. 10. The result of image tampering 

3. Results and Discussion 

A more in-depth inspection of Fig. 9 shown in Fig. 10.  It could be seen that the tampered image 
before it smoothed still contains unexpected pixels around the outside edge of the ball object. The 
presence of these pixels could be affected by the process of changing the size of the splice object to 
the size of ROI. The final tampered image has obtained after these pixels removed by using a 
morphological opening. 

 

Fig. 11. A more in-depth inspection 

One of the disadvantages of this technique, when it is used to smooth the outer edges of a splice object, 
is that it affects changing the object's content, although it is not so significant — it has shown in Fig. 
12. This weakness can facilitate the detection of image splicing that has done. 
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(a). before smothing (b). after smothing 

Fig. 12. Changes in object content 

The results of tampering are very dependent on the radius value of the 'disk' morphological 
structuring element used. As an illustration shown in Fig. 13. For some types of images, this method 
fails to tamper because of an error or inaccurate in determining ROI. As an illustration, shown in 
Figure 14. 

  

(a). r = 1, 2, 3, 4, 6, 7, 8, 9, 10, 11, 12 (b). r=5 

 

NO ROI 

(c). r = 13 (d). r > 13 

Fig. 13. The effect of the radius value of the 'disk' morphological structure elements used on the results of 

tampering 

 

(a). error in determining ROI 

 

(a). inaccurate in determining ROI 

Fig. 14. An illustration of the failed tampering 
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The method has been implemented using a programming tool under the MatLab platform. Several 
examples of original images have been used to test the method with copy-move objects that picked 
from selected sample images. The results have shown in Fig. 15.  

Original image Tampered image 

    

(a) 

    

(b) 

    

(c) 

    

(d) 

Fig. 15. The results of the method used implementation 

4. Conclusion 

This study has applied the splicing technique to image tampering using morphological operations. 
Research has focused on how to replace a ball object in the original image with another spherical 
object from another selected image. The method used has applied to several examples of original 
images where splice objects taken from selected sample images. The difference between the S 
(Saturation) component of the HSV image and the I (hue) component of the NTSC image has used to 
get a sharp gray image. The operation of morphological opening and closing have used to obtain the 
foreground of the sharp gray image. The magnitude gradient of the image resulting from the 
morphological opening operation has used to sharpen the boundaries of the object before the 
morphological closing operation. A multi-level image threshold has been applied to segment the 
sharpened image of the object boundaries into three segments. BLOB analysis has performed on each 
binary image obtained from the separation of segmented images based on their labels. Finally, a region 
that has an eccentricity value of less than 0.7, the number of pixels greater than 0.5% and smaller than 
3% of the total pixels, and which has the lowest ratio of the square area against the number of pixels 
chosen as ROI.  

The results of the study showed that visually tampered images were quite good. The appearance 
of unexpected pixels affected by the process of changing the size of the splice object mask to the size 
of the ROI has corrected using a morphological opening. One disadvantage of this technique, when 
used to smooth the outer edges of splice objects, is that it affects changing the object's content, 
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although it is not so significant, so it is easily detected. The results of the study also showed that the 
results of the tampering process were highly dependent on the value of the radius of the structural 
elements of the 'disk' morphology used. Besides, for some image types, this method fails to tamper 
because of errors or inaccuracies in determining ROI. 

Further studies will improve results through more in-depth inspection around ROI, especially for 
the refinement process in such a way that it does not affect the changing content of the object. Besides, 
the method will also be improved so that it can be applied to all types of images. 
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